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BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to a signal 
processing circuit used for a digital serial interface, 
more particularly relates to a data cipher circuit . 

2. Description of the Related Art 

As an interface for multimedia data transfer, 
an IEEE (The Institute of Electrical and Electronic 
Engineers) 1394 high performance serial bus which 
realizes high speed data transfer and real-time transfer 
has recently been standardized. 

The data transfer by the IEEE 1394 serial 
interface includes the conventional asynchronous transfer 
for maJcing requests, acknowledging requests, and 
acknowledging receipt and isochronous transfer wherein 
data is always sent once per 125 jis from a certain node. 

In the IEEE 1394 serial interface having such 
two transfer modes, data is transferred in units of 
packets . 

Figures lOA and lOB are views of a byte size 
of one source packet in the isochronous transfer. Figure 
lOA shows the packet size in a digital video broadcast 
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(DVB) specification and Fig. lOB shows the packet size in 
a digital satellite system (DSS) specification. 

The source packet size in the DVB 
specification is, as shown in Fig, lOA, 4 bytes of a 
5 source packet header (SPH) plus 188 bytes of transport 

stream data, that is, 192 bytes. 

The source packet size in the DSS 
specification is, as shown in Fig. lOB, 4 bytes of a 
source packet header (SPH), 10 bytes of added data, and 
10 130 bytes of data, that is, 144 bytes. 

The added data is inserted between the source 
packet header and the data. Note that since the unit of 
maximum data to be handled is 1 quadlet (= 4 bytes = 32 
bits) in the IEEE 1394 standard, it is necessary to set 
15 things to enable the sum of the transport data and the 

added data to be configured in units of 32 bits. 

Note that it can be set without the added 
bytes at default . 

Figure 11 is a view of an example of the 
20 correspondence of original data at the time of 

transferring data by isochronous communication of the 
IEEE 1394 standard and packets actually transferred. 

As shown in Fig. 11, a source packet of the 
original data is given 4 bytes of the source packet 
2 5 header and padding data for adjusting the data length. 



then is divided into a predetermined number of data 
blocks . 

Note that since the unit of data at the time 
of transferring a packet is 1 quadlet (4 bytes), the byte 
length of the data block and a variety of headers are set 
to be multiples of 4 . 

Figure 12 is a view of the format of a source 
packet header. 

As shown in Fig. 12, a time stamp used for 
controlling Jitter is written in 25 bits in the source 
packet header, for example, when MPEG (Moving Picture 
Experts Group) -TS (transport stream) data used in digital 
satellite broadcasts etc. of the above DVB mode is 
transferred by isochronous communication. 

Then, data such as the packet header, common 
isochronous packet (CIP) header, etc. is added to a 
predetermined number of data blocks to generate a packet . 

Figure 13 is a view of an example of the 
basic configuration of a packet in isochronous 
communication. 

The packet in isochronous communication is 
configured, as shown in Fig. 13, of a first quadlet 
comprising a 1394 header, a second quadlet comprising a 
header-CRC, a third quadlet comprising a CIP header 1, a 
fourth quadlet comprising a CIP header 2, a fifth quadlet 



comprising a source packet header (SPH), and a sixth 
quadlet on comprising a data region. The last quadlet 
comprises a data-CAC. 

The 1394 header is composed of a data-length 
region indicating the data length, a channel region 
indicating the number of the channel to which the packet 
is transferred (one of 0 to 63), a tcode region 
indicating a processing code, and a synchronization code 
sy region defined by the application. 

The header-CRC is an error detection code of the 
packet header . 

The CIP header 1 is configured by a source 
node ID (SID) region for a transfer node number, a data 
block size (DBS) region for a data block length, a 
fraction number (FN) region for a fraction number of data 
in making a packet, a quadlet padding count (QPC) region 
for a quadlet number of padding data, an SPH region for a 
flag indicating an existence of a source packet header, 
and a data block continuity counter (DBC) region for a 
counter for detecting a number of isochronous packets. 

Note that the DBS region indicates the number 
of quadlets to be transferred in one isochronous packet . 

The CIP header 2 is composed of an FMT region 
for a signal format indicating a kind of data to be 
transferred and a format dependent field (FDF) region 



used corresponding to a signal format. 

The SPH header includes a time stamp region 
in which is set a value for giving a fixed delay value at 
the time when a transport stream packet arrives. 

The data-CRC is an error detection code of a 

data field. 

A signal processing circuit of the IEEE 1394 
serial interface for transfer of a packet having the 
above configuration is composed of, as shown in Fig. 14, 
a physical layer circuit 1 for directly driving an IEEE 
1394 serial bus and a link layer circuit 2 for 
controlling the data transfer of the physical layer 
circuit 1 . 

In the above isochronous communication system 
of the IEEE serial interface, for example as shown in 
Fig. 14, the link layer circuit 2 is connected to the 
serial interface bus BS via the physical layer circuit 1 . 

Also, the link layer circuit 2 is connected 
to an application side circuit 3 such as an MPEG 
transporter, a digital video cassette recorder (DVCR) , 
etc . 

Currently, video data of movies and TV 
broadcasts is made unable to be freely, digitally 
recorded in the home etc. in order to prevent illicit 
copying infringing copyrights etc. Therefore, for 



example, a set -top box for receiving digital satellite 
broadcasts is not provided with a digital output 
terminal . 

However, an IEEE 1394 serial interface is an 
interface for transmitting digital data of video, music, 
etc. between separate apparatuses. Furtiiermore , with home 
use digital recording apparatuses being actively 
developed and offered for practical use, an increase of 
opportunities for digital recording at the home etc. is 
inevitable . 

Therefore , considering such a situation , a 
function for effectively preventing illicit copying is 
thus necessary. No configuration provided with this 
function has yet been realized in signal processing 
circuits of IEEE 1394 serial interfaces. 

Also, when realizing such encipher functions, 
it is necessary to prevent the problem, at the time of 
successively transmitting a plurality of packet data, of 
the receiving side becoming unable to discriminate the 
cipher mode and unable to decipher when data enciphered 
in different cipher modes exist together in one 
transmission cycle . 

SUMMARY OF THE INVENTION 

An object of the present invention is to provide a 



signal processing circuit which can prevent illicit 
copying of digital data transmitted between separate 
apparatuses, prevent the receiving side from becoming 
unable to discriminate a plurality of cipher modes and 
unable to decipher, and correctly decipher received data 
at the receiving side. 

To attain the above object, the present invention 
provides a signal processing circuit for transmitting 
data to be transmitted as a packet data to a serial 
interface bus in a predetermined time cycle, comprising: 
a cipher processing circuit for enciphering the data to 
be transmitted by a predetermined cipher mode and a 
transmission circuit for adding the enciphering 
information to the data enciphered in the cipher 
processing circuit, transmitting the result to the serial 
interface bus, confirming the continuity of the cipher 
mode by the enciphering information when transmitting a 
plurality of packets, and transmitting the data 
enciphered by a different cipher mode to the serial 
interface bus as packet data in the other cycle when a 
discontinuity is confirmed . 

Further, in the present invention, the transmission 
circuit sets the enciphering information in a 
predetermined region of a header of the packet . 

Further, the present invention provides a signal 
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processing circuit for transmitting data to be 
transmitted as packet data to a serial interface bus in a 
predetermined time cycle, comprising: a holding means in 
whicli information of at least one cipher mode is set; a 
control means for specifying a mode to encipher 
transmission data; a cipher processing circuit including 
a cipher mode selection circuit for selecting cipher mode 
information specified by the control means from the 
holding means and a cipher engine circuit for enciphering 
the data to be transmitted in the cipher mode selected in 
the cipher mode selection circuit and outputting the 
enciphered data; a transmission circuit for adding the 
enciphering information to the enciphered data in the 
cipher processing circuit, transmitting the result to the 
serial interface bus, confirming the continuity of the 
cipher mode by the enciphering information when 
transmitting a plurality of packets, and transmitting the 
data enciphered by a different cipher mode to the serial 
interface bus as packet data in the other cycle when a 
discontinuity is confirmed. 

Further, the present invention provides a signal 
processing circuit for transmitting data to be 
transmitted as packet data to a serial interface bus in a 
predetermined time cycle, comprising: a storing means; a 
holding means in which information of at least one cipher 



mode is set; a control means for specifying a mode to 
encipher the transmission data; a cipher processing 
circuit including a cipher mode selection circuit for 
selecting cipher mode information specified by the 
control means from the holding means and a cipher engine 
circuit for enciphering the data to be transmitted in the 
cipher mode selected in the cipher mode selection circuit 
and outputting the enciphered data; a first transmission 
circuit for generating time information to output 
received data on a receiving side to an application side, 
adding to the time information the enciphering 
information, and storing the result in the storing means 
along with the enciphered data; and a second transmission 
circuit for reading enciphered data to which has been 
added time information and enciphering information stored 
in the storing means, generating packet data in a 
predetermined format, setting the enciphering information 
in the packet header, and transmitting the result to the 
serial interface bus and, when transmitting a plurality 
of packets, confirming .continuity of the cipher mode from 
the enciphering information, stopping the transmission 
when confirming a discontinuity even if there is room in 
a band enabling transmission in the predetermined time 
cycle, and transmitting the data enciphered by a 
different cipher mode to the serial interface bus as 



packet data in the next cycle. 

Further, the present invention provides a signal 
processing circuit for transmitting data to be 
transmitted as packet data to a serial interface bus in a 
predetermined time cycle, wherein the enciphered packet 
data to be transmitted in the serial interface bus in a 
predetermined cycle is received and output to the 
application side, comprising: a cipher processing circuit 
for enciphering the data to be transmitted by a 
predetermined cipher mode at the time of transmission and 
deciphering the received enciphered data based on the 
enciphering information included in the received packet 
data at the time of reception and a transmission circuit 
for adding the enciphering information to the enciphered 
data in the cipher processing circuit, transmitting the 
result to the serial interface bus, confirming the 
continuity of the cipher mode by the enciphering 
information when transmitting a plurality of packets, and 
transmitting the data enciphered by a different cipher 
mode to the serial interface bus as packet data in the 
other cycle when a discontinuity is confirmed. 

Further, the present invention provides a signal 
processing circuit for transmitting data to be 
transmitted as packet data to a serial interface bus in a 
predetermined time cycle, wherein the enciphered packet 
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data to be transmitted In the serial Interface bus in a 
predetermined cycle is received and output to the 
application side, comprising: a first storing means; a 
second storing means; a holding means in which 
5 information of at least one cipher mode is set; a control 

means for specifying a mode encipher the transmission 
data; a first reception circuit for storing time 
information, enciphered data and the enciphering 
information from the received packet data in the first 

10 storing means; a second reception circuit for outputting 

the enciphering information and the enciphered data 
stored in the first storing means and indicating a time 
to be output the received data to an application side 
based on the time information, a cipher processing 

15 circuit including a cipher mode detection circuit for 

detecting a cipher mode used for enciphering data by the 
enciphering information from the second reception 
circuit, a cipher mode selection circuit for selecting 
cipher mode information specification by the control 

20 means at the time of transmission and selecting the 

cipher mode information detected by the cipher mode 
detection circuit from the information set in the holding 
means at the time of reception, and a cipher engine 
circuit for enciphering the data to be transmitted in the 

2 5 cipher mode selected in the cipher mode selection circuit 



and outputtxng the enciphered data at the time of 
transmission and deciphering the received data in the 
cipher mode selected in the cipher mode selection circuit 
at the time of reception, a first transmission circuit 
for generating time information to output received data 
on a receiving side to an application side, adding to the 
time information the enciphering information, and storing 
the result in the second storing means along with the 
enciphered data, and a second transmission circuit for 
reading enciphered data to which has been added time 
information and enciphering information stored in the 
second storing means, generating packet data in a 
predetermined format, setting the enciphering infoormation 
in the packet header and transmitting the result to the 
serial interface bus and, when transmitting a plurality 
of packets, confirming the continuity of the cipher mode 
from the enciphering information , stopping the 
transmission when confirming a discontinuity even if 
there is room in a band enabling transmission in the 
predetermined time cycle, and transmitting the data 
enciphered by a different cipher mode to the serial 
interface bus as packet data in the next cycle. 

According to the present invention, data to be 
transmitted is enciphered in a cipher mode designated in 
the cipher processing circuit . 



Then, the enciphered data is temporarily stored in, 
for example, a storing means along with the enciphering 
information . 

The data is read from the storing means by a 
transmission circuit, and the enciphering information is 
set in a header of the packet in a predetermined format 
and sent to a serial interface bus in a predetermined 
time cycle along with the enciphered data. 

In the data transmission, continuity of the cipher 
mode is confirmed in the transmission circuit from the 
enciphering information from the cipher processing 
circuit when transmitting a plurality of packets. 

When discontinuity is confirmed as a result, the 
transmission is suspended even if there is room in a band 
enabling transmission in a predetermined time cycle, and 
the data enciphered in a different cipher mode is 
transmitted to the above serial interface as packet data 
in the next cycle. 

Also, according to the present invention, packet 
data transmitted to the serial interface bus is input to 
the receiving circuit . 

In the receiving circuit, the enciphering 
information and enciphered data are extracted from the 
received packet data and stored in, for example, a 
storing means . 



The enciphering information and the enciphered 
information stored in the storing means are read out to 
the cipher processing circuit. 

Then, in the cipher processing circuit, the 
received enciphered data is deciphered based on the read 
enciphering information and output to an application 
side . 

BRIEF DESCRIPTION OF THE DRAWINGS 

These and other objects and features of the present 
invention will become clearer from the following 
description of the preferred embodiments given with 
reference to the accompanying drawings, in which: 

Fig. 1 is a block diagram of the configuration of 
an embodiment of an MPEG signal processing circuit 
according to the present invention adopted in an IEEE 
1394 serial interface; 

Figs. 2 A and 2B are views for explaining an example 
of a cipher mode and a cipher key according to the 
present invention ; 

Fig. 3 is a block diagram of an example of the 
configuration of a cipher processing circuit according to 
the present invention; 

Figs . 4A and 4B are views of an embodiment of 
ciphering information to be added when storing enciphered 



data in an FIFO; 

Fig. 5 is a view for explaining an example of 
setting enciphering information to a 1394 header at the 
time of transmission; 

Fig. 6 is a view of an example wherein a cipher 
mode continuity discrimination circuit is provided in a 
transmission post-processing circuit according to the 
present invention ; 

Figs. 7A to 7D are views of a communication mode 
when transmitting one packet in one cycle; 

Figs. 8A to 8D are views of a communication mode 
when transmitting a plurality of data in one cycle but a 
cipher mode continuity discrimination circuit is not 
provided; 

Figs . 9A to 9D are views of a communication mode 
when transmitting a plurality of data in one cycle and a 
cipher mode continuity discrimination circuit is 
provided; 

Figs. lOA and lOB are views of byte sizes of one 
source packet in isochronous communication, wherein Fig. 
lOA is a view of a packet size in a DVB specification and 
Fig. lOB is a view of a packet size in a DSS 
specification. 

Fig. 11 is a view of an example of the 
correspondence of original data and packets to be 



actually transmitted when transmitting data in 
isochronous communication of the IEEE 1394 standard; 

Fig. 12 is a view of a format of a source packet 
header; 

Fig. 13 is a view of an example of the basic 
configuration of a packet for isochronous communication; 
and 

Fig. 14 is a block diagram of the basic 
configuration of an isochronous communication system 
circuit in an IEEE 1394 serial interface. 

DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Below, preferred embodiments will be described with 

reference to the accompanying drawings . 

Figure 1 is a block diagram of the configuration of 

an embodiment of a signal processing circuit adopted in 

an IEEE 1394 serial interface according to the present 

invention . 

The signal processing circuit comprises a link 
layer circuit 10, a physical layer circuit 20, and a CPU 
30 as a host computer. An application side circuit 40 is 
connected to the link layer circuit 10. 

The application circuit 40 comprises, as shown in 
Fig, 1, an MPEG transporter 41, a digital/analog (D/A) 
converter 42, and an lEC 958 digital audio circuit 43. 



Also, reference number 44 Indicates a PLL circuit serving 
as a clock supply circuit. 

Note that tlie application side circuit 40 will be 
explained as an MPEG transporter 41 below. 

The link layer circuit 10 controls asynchronous 
transfer and isochronous transfer and controls the 
physical layer circuit 20 under control of the CPU 30. 

Specifically, as shown in Fig. 1, the link layer 
circuit 10 comprises a link core 101, a host interface 
(Host I/F) 102, an application interface circuit (AP I/F) 
103, a transmission FIFO for asynchronous communication 
(AT-FIFO) 104, a reception FIFO for asynchronous 
communication (AR-FIFO) 105, an inset packet buffer (IPB) 
106, a cipher processing circuit (CPH) 107, a 
transmission pre-processing circuit for isochronous 
communication as a first transmission circuit (TXOPRE) 
108, a transmission post-processing circuit for 
isochronous communication as a second transmission 
circuit (TXOPRO) 109, a reception pre-processing circuit 
for isochronous communication as a first receiving 
circuit (TXIPRE) 110, a reception post -processing circuit 
for isochronous communication as a second receiving 
circuit (TXIPRO) 111, a transmission FIFO for isochronous 
communication (IT-FIFO) 112, a reception FIFO for 
isochronous communication (IR-FIFO) 113, and a 
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configuration register as a storing means (hereinafter 
referred to as a CFR) 114. 

In the circuit in Fig. 1, an asynchronous 
communication system circuit is composed of the host 
interface circuit 102, the transmission FIFO 104, the 
reception FIFO 105, and the link core 101. 

An isochronous communication system circuit is 
composed of the application interface circuit 103, the 
cipher processing circuit 107, the transmission pre- 
processing circuit 108, the transmission post -processing 
circuit 109, the reception pre-processing circuit 110, 
the reception post -processing circuit 111, the 
transmission FIFO 112, the reception FIFO 113, and the 
link core 101. 

The link core 101 is configured by a transmission 
circuit and reception circuit for an asynchronous 
communication packet and an isochronous communication 
packet, an interface circuit with the physical layer 
circuit 20 for directly driving an IEEE 1394 serial bus 
BS for the packets, a cycle timer reset every 125 lis, a 
cycle monitor, a CRC circuit, etc. For example, time data 
etc. of the cycle timer, etc. is supplied to the 
isochronous communication system processing circuit via 
the CFR 111. 

The host interface circuit 102 mainly performs 
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arbitration for writing and reading of asynchronous 
communication packets between tbe CPU 30 as a host 
computer, the transmission FIFO 104, and the reception 
FIFO 105 and arbitration for transferring a variety of 
data between the CPU 30 and the CFR 114. 

For example, a plurality of modes (keys) for 
enciphering isochronous packets, which will be explained 
below, are set from the CPU 30, one of the set cipher 
modes is selected, and cipher key selection information 
for the cipher processing circuit 107 to encipher is set 
to the CFR 114 via the host interface 102. 

Also, for example, a delay time for a time stamp 
Txdelay set to the SPH (source packet header) of the 
isochronous communication packet is set from the CPU 30 
to the CFR 141 via the host interface 102. 

Furthermore, for example, a logic "1" is set to a 
register IPTxGo of the CFR 114 from the CPU 30 when it 
becomes necessary to insert packet data of a control 
packet in normal MPEG transport stream data. 

The application interface circuit 103 performs 
arbitration for transferring pre -enciphered data and 
post -deciphered data including a control signal etc. 
between the application side circuit 40, for example, the 
MPEG transporter 41, and the cipher processing circuit 
107 . 



An asynchronous communication packet to be 
transmitted to the IEEE 1394 serial bus BS is stored in 
the transmission FIFO 104, while an asynchronous 
communication packet transferred via the IEEE 1394 serial 
interface bus BS is stored in the reception FIFO 105- 

For example, desired packet data is written in the 
insert packet buffer 106 from the CPU 30, 

The capacity of the insert packet buffer 106 is , 
for example, 188 bytes. Data up to 188 bytes is valid, 
while data exceeding the capacity is not transferred. 

When the data to be transferred is 188 bytes or 
less, the data except for the written data is transferred 
set to "1". 

The value of the data once written in the insert 
packet buffer 106 is kept until re-written. 

The data written in the insert packet buffer 106 is 
enciphered in the cipher processing circuit 107 and 
transferred to the transmission FIFO 112 via the 
transmission pre-processing circuit 108. The above 
register IPTxGo of the CFR 114 is set to "1" at the time 
of transfer, while is automatically set to "0" when the 
transfer is completed. The CPU 30 confirms the completion 
of transfer by confirming this. 

The cipher processing circuit 107 selects one 
cipher key among a plurality of cipher modes (keys) set 
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from the CPU 30 to the CFR 114 at transferring data based 
on the cipher key selection information set from the CPU 
30 to the CFR 114, ciphers data to be transmitted input 
via the application interface circuit 103 in, for 
example, a predetermined common key cipher mode using the 
selected cipher key, and outputs the same to the 
transmission pre-processing circuit 108. 

Also, the cipher processing circuit 107 detects the 
cipher mode (key) used for enciphering the enciphered 
data input via the reception post -processing circuit 111, 
deciphers the enciphered data based on the cipher key 
inf oinnation, and outputs the result to the application 
interface 103 . 

Here, an example of the cipher mode and the cipher 
key will be explained with reference to Figs, 2A and 2B. 

As shown in Fig. 2A, there are three kinds of 
cipher modes: mode A, mode B, and mode C. There is also 
"no enciphering" in addition to them. 

The contents of the cipher modes A, B, and C are as 
follows : 

The cipher mode A is "never copy" which permits no 
copying, the cipher mode B is "copy once" which permits 
copying only once, and the cipher mode C is "no more 
copy" which permits no further copying and enciphering. 

Also, there are two kinds of keys, that is, even 
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keys and odd keys, as shown ±n Fig. 2B. 

Accordingly, as a cipher key for enciphering, there 
are six kinds of combinations , that is, (1) mode A and an 
odd key, (2) mode A and an even key, (3) mode B and an 
5 odd key, (4) mode B and an even key, (5) mode C and an 

odd key, and (6) mode C and an even key. 

Figure 3 is a block diagram of an example of the 
configuration of the cipher processing circuit 107. 

The cipher processing circuit 107 comprises, as 
10 shown in Fig. 3, a cipher mode selection circuit 1071, a 

cipher mode detection circuit 1072, a multiplexer 1073, 
and a cipher engine circuit 1074. 

The cipher mode selection circuit 1071 selects one 
of the six cipher modes (keys) set from the CPU 30 to the 
15 CFR 114 based on a cipher key selection signal 

(information) S114 set from the CPU 30 to the CFR 114 and 
outputs this to the cipher engine circuit 1074. 

At the time of receiving data, the cipher mode 
selection circuit 1071 selects one of the six cipher 
20 modes (key) set to the CFR 114 from the CPU 30 based on a 

cipher key selection signal S1072 from the cipher mode 
detection circuit 1072 and outputs this to the cipher 
engine circuit 1074. 

The cipher mode detection circuit 1072 detects a 
2 5 cipher mode (key) used in enciphering data from the 



enciphering information input via the reception post- 
processing circuit 111 and outputs the detected result as 
a cipher key selection signal S1072 to the cipher mode 
selection circuit 1071. 
5 The multiplexer 1073, at the time of transmission, 

makes the transmission data be input via the application 
interface circuit 103 to the cipher engine circuit 1074, 
while, at the time of reception, makes the reception data 
enciphered by the reception post-processing circuit 111 
^ 10 be input to the cipher engine circuit 1074. 

Sy The cipher engine circuit 1074, at the time of 

li ^ 

transmission, enciphers the transmission data input via 
1==^ the multiplexer 1073 based on a cipher key specified by 

1=^ the cipher mode selection circuit 1071 and outputs the 

15 result to the transmission pre-processing circuit 108 

along with its enciphering information, while, at the 
time of reception, deciphers the reception data input via 
the multiplexer 1073 based on the cipher key specified by 
the cipher mode selection circuit 1071 and outputs the 
20 result to the application interface circuit 103. 

The transmission pre-processing circuit 108 
receives enciphered data to be transmitted from the 
cipher processing circuit 107, adjusts the data length to 
the quadlet unit (4 bytes) for isochronous communication 
25 of the IEEE 1394 standard, adds a source packet header 
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(SPH) of 4 bytes (+4 bits), and stores the result In the 
transmission FIFO 112. 

When storing the transmission data In the 
transmission FIFO 112, as shown In Fig. 4A, the 
5 transmission pre-processing circuit 108 adds 4 bits (32nd 

to 36th bits) to the 4 bytes (0 to 31st bits) of the 
source packet header, wherein 3 bits, that Is, the 33rd 
bit, 34th bit, and 35th bit, are used for setting the 
enciphering Information, and stores the transmission 

10 data. At the same time, as shown In Fig. 4B, the 

transmission pre-processing circuit 108 adds 4 bits {32nd 
to 36th bits) In the same way to a data payload 
Indicating the maxlmiim length of 4 bytes (0 to 31st bits) 
of the data region, wherein 3 bits, that Is, the 33rd 

15 bit, 34th bit, and 35th bit, are used for setting the 

enciphering Information, and stores the result. 

In the enciphering Information, the mode Is 
Indicated by two bits, that Is, bits [35:34], and the 
kind of the key Is Indicated by one bit, that Is, the bit 

20 [33]. The three bits are set to be sy[3:2] and sy[l] as 

shown In Figs. 2A and 2B In accordance with the contents. 
Note that the 32nd bit Is left unused. 

Namely, [111] Is set In the case of mode A and an 
even key, [101] In the case of mode B and an even key, 

25 [011]lh the case of mode C and an even key, [110] In the 
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case of mode A and an odd key, [100] In the case of mode B 
and an odd key, and [010] in the case of mode C and the 
odd key. 

In the case of "no enciphering", the bits [35:34] 
5 are set to be [00]. The bit [33] does not mean anything 

at this time. 

Also, the transmission pre-processing circuit 108 
sets a time stamp for determining the data output time of 
the receiving side when adding the source packet data in 
10 the way explained below. 

First, a value of an internal cycle register is 
latched at the timing of receiving the end data of the 
packet from the application side circuit 40, for example, 
an MPEG transporter 41. 
15 Next, a delay time Txdelay set to the CFR 114 from 

the CPU 30 via the host interface 102 is added to the 
value of the above cycle register. 

Then, the added value is inserted (set) as a time 
stamp in the source packet header of the receipt packet. 
20 Figure 4A is a view for explaining the specific 

configuration of the time stamp in the source packet 
header. 

As shown in Fig. 4A, the time stamp for determining 
the data output time on the receiving side is 25 bits and 
2 5 indicates the current time. 
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Namely, the time stamp Is configured by 25 bits, 
wherein the lower 12 bits are assigned as a cycle-offset 
CO region and the upper 13 bits are assigned as a cycle- 
count CC region. 
5 The cycle-offset counts 125 \is (clock CLK=24.576 

MHJ of 0 to 3071 (12b 101111111111), while the cycle- 
count counts one second of 0 to 7999 (13b 1111100111111). 

Accordingly, in principle, the lower 12 bits of the 
time stamp never indicate 3072 or more and the upper 13 

10 bits never Indicate 8000 or more. 

The transmission post -processing circuit 109 adds a 
1394 header and CIP headers 1 and 2 to the data including 
the source packet header stored in the transmission FIFO 
112 as shown in Figs. 5 and 13 and outputs the result to 

15 the transmission circuit of the link core 101. 

Specifically, the 1394 header, as shown in Fig. 5, 
composed of a data- length region indicating the data 
length, a channel region indicating the channel number 
(one of 0 to 63) the packet is to be transferred, a tcode 

20 region indicating the processing code, and sy region 

indicating the enciphering information, the CIP header 1, 
as shown in Fig. 13, composed of an SID (source node ID) 
region for the transmission node number, a DBS (data 
block size) region for a length of the data block, an FN 

25 (fraction number) region for the fraction number in 



packaging, a QPC (quadlet padding count) region for the 
quadlet number of the padding data, an SPH region for a 
flag Indicating an existence of the source packet header, 
a DBC region for a counter for detecting the number of 
the Isochronous packet , and the CIP header 2 composed of 
an FMT region for a signal format Indicating the kind of 
data to be transferred and an FDF (format dependent 
field) region used corresponding to the signal format are 
added . 

Note that the enciphering Information sy set In the 
1394 header Is assigned three bits of the 1394 header, 
bits [3, 2, 1]. The contents are set based on the 
enciphering Information added to the source packet header 
stored In the FIFO 112. 

In the enciphering Information, the mode Is 
Indicated by two bits, that Is, the bits [3:2], and the 
kind of the key is Indicated by one bit , that is , the bit 
[1]. The three bits are set as in Figs. 2A and 2B, that 
is, sy[3:2] and sy[l], in accordance with the contents. 

Namely, [111] is set In the case of mode A and an 
even key, [101] in the case of mode B and an even key, 
[Oil] in the case of mode C and an even key, [110] in the 
case of mode and an odd key, [100] in the case of mode B 
and an odd key, and [010] in the case of mode C and an 
odd key. 
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In the case of "no enciphering", the bits [3:2] are 
set to [00]. The bit [1] does not mean anything at this 
time . 

The transmission post-processing circuit 109, at 
the time of transmitting a plurality of packets as shown 
in Fig. 6, confirms the continuity of the cipher mode 
when reading the transmission data from the FIFO 112 and 
stops the transmission when a discontinuity is confirmed 
even if there is a room in the band enabling transmission 
at the transmission cycle of the 1394 standard. The 
transmission post-processing circuit 109 has a cipher 
mode continuity discrimination circuit 1091 for 
instructing the transmission circuit of the link core 101 
to transmit the packet enciphered by a different cipher 
key in the next cycle. 

The reason for providing the cipher mode continuity 
discrimination circuit 1091 will be explained below. 

As shown in Figs. 7A to 7D, when transmitting only 
one packet within one cycle of the 1394 standard, even if 
the cipher mode is switched, for example from mode A/ even 
to mode A/odd, the receiving side can discriminate the 
cipher mode and decipher the data since the enciphering 
information is added to the sy region of the 1394 header 
in the respective packets . 

On the other hand, when enciphering and 



transmitting a plurality of packets, if the cipher mode 
continuity discrimination circuit 1091 is not provided as 
shown in Figs. 8A to 8D, data enciphered by different 
cipher keys will be mixed together within one cycle of 
the 1394 standard due to the switching timing. 

At this time, since only one 1394 header is added 
to the data mixed together, the receiving side cannot 
discriminate the plurality of cipher modes and becomes 
unable to decipher the data. 

Thus, provision is made of the cipher mode 
continuity discrimination circuit 1091 to confirm the 
continuity of the cipher mode when reading the 
transmission data from the FIFO 112 at the time of 
transmitting a plurality of packets, to stop the 
transmission when discontinuity is confirmed even if 
there is room in the band region enabling transmission in 
the transmission cycle of the 1394 standard, and to 
instruct the transmission circuit of the link core 101 to 
transmit a packet enciphered by a different cipher key in 
the next cycle so as to transmit only the data enciphered 
by one cipher mode within one cycle of the 1394 standard 
as shown in Figs . 9A to 9D and to transmit the data 
enciphered in the different cipher mode in the next 
cycle . 

The reception pre-processing circuit 110 receives 
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the isoclironous communication packet transferred by the 
IEEE 1394 serial bus via the link core 101, analyzes the 
contents of the 1394 header, CIP headers 1 and 2, etc. of 
the received packet, adds a source packet header (SPH) of 
four bytes (+4 bits), and stores the result In the 
reception FIFO 113. 

The reception pre-processing circuit 110, at the 
time of storing the received data In the reception FIFO 
113, adds the enciphering Information set In the bits 3, 
2, 1 of the sy region of the 1394 header of the received 
packet to the source packet header and data to be stored 
In the same way as In the transmission pre-processing 
circuit 108. 

Namely, as shown In Fig. 4A, four bits (32nd to 
36th bits) are added to the source packet header of four 
bytes (0 to 31st bits), and three bits, that Is, the 33rd 
bit, 34th bit, and 35th bit. In the added bits are used 
for setting the enciphering Information for the storage. 
At the same time, as shown In Fig. 4B, four bits (32nd to 
36th bits) are added In the same way to a data payload 
Indicating the maximum length of 4 bytes (0 to 31st bits) 
of the data region, and 3 bits, that Is, the 33nd bit, 
34th bit, and 35th bit, are used for setting the 
enciphering Information for storage. 

In the enciphering Information, the mode is 



indicated by two bits, that is, the bits [35:34], and the 
kind of the key is indicated by one bit, that is, the bit 
[33]. The three bits are set to be sy[3:2] and sy[l] as 
shown in Figs. 2A and 2B in accordance with the contents - 
Note that the 32th bit is left unused. 

Namely, [111] is set in the case of mode A and an 
even key, [101] in the case of mode B and an even key, 
[Oil] in the case of mode C and an even key, [110] in the 
case of mode A and an odd key, [100] in the case of mode 
B and an odd key, and [010] in the case of mode C and an 
odd key. 

In the case of "no enciphering", the bits [35:34] 
are set to [001] . 

The bit [33] does not mean anything at this time. 

The reception post -processing circuit 111 reads the 
source packet header and the data stored in the reception 
FIFO 113, outputs the added enciphering infoinnation to 
the cipher mode detection circuit 1072 of the cipher 
processing circuit 107, and inputs the enciphered data to 
the cipher engine circuit 1074 via the multiplexer 173. 

Also, the reception post -processing circuit 111 at 
the time of reading data reads the time data of the time 
stamp of the source packet header stored in the FIFO 113, 
compares the read time stamp data (TS) with the cycle 
time (CT) by the cycle timer inside the link core 101, 



and, when the cycle time CT is larger than the time stamp 
data TS, outputs the data deciphered in the cipher engine 
circuit 1074 as, for example, MPEG transport stream data 
to the MPEG transporter 41 via the application interface 
circuit 103. 

A transmission operation and a reception operation 
of an isochronous communication packet to be transferred 
by the IEEE 1394 serial interface bus BS will be 
explained next. 

First, a plurality of modes (keys) for enciphering 
an isochronous packet are set to the CFR 114 from the CPU 
30. 

Then, when transmitting the isochronous 
communication packet to the IEEE serial interface bus BS, 
one of the set cipher modes is selected, and cipher key 
selection information for the enciphering by the cipher 
processing circuit 107 is set to the CFR 114 from the CPU 
30 through the host interface 102. Also, the time stamp 
delay time Txdelay set in the SPH of the isochronous 
communication packet is set in the CFR 114 from the CPU 
through the host interface 102. 

In parallel with this, for example the MPEG 
transport stream data of the MPEG transporter 41 of the 
application side circuit 40 is input to the cipher 
processing circuit 107 via the application interface 



circuit 103. 

In the cipher processing circuit 107, at the time 
of transmission, the transmission data arriving via the 
application interface 103 is input to the cipher engine 
circuit 1074 via the multiplexer 1073. 

Also, in the cipher mode selection circuit 1071, 
one of the six cipher modes (keys) set in the CFR 114 
from the CPU 30 is selected based on the cipher mode 
selection signal (information) S114 set to the CFR 114 
from the CPU 30 . The information is supplied to the 
cipher engine circuit 1074. 

In the cipher engine circuit 1074, the transmission 
data input via the multiplexer 1073 is enciphered based 
on the cipher key specified by the cipher mode selection 
circuit 1071 and output to the transmission pre- 
processing circuit 108. 

In the transmission pre-processing circuit 108, 
enciphered data to be transmitted is received from the 
cipher processing circuit 107, the data length is 
adjusted to be the quadlet unit (4 bytes) for isochronous 
communication of the IEEE 1394 standard, and a source 
packet header (SPH) of 4 bytes (+4 bits) is added and 
the result stored in the transmission FIFO 112. 

When storing the transmission data in the 
transmission FIFO 112, the transmission pre-processing 
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circuit 108 adds 4 bits (32nd to 36th bits) to the 4 
bytes (0 to 31st bits) of the source packet header and 
uses 3 bits, that is, the 33rd bit, 34th bit, and 35th 
bit, in them for setting the enciphering information. At 
5 the same time, 4 bits (32nd to 36th bits) are added in 

the same way to a data payload indicating the maximum 
length of 4 bytes (0 to 31st bits) of the data region, 
and 3 bits, that is, the 33nd bit, 34th bit, and 35th 
bit, in them are used for setting the enciphering 

10 information for storage. 

The transmission data stored in the FIFO 112 is 
read by the transmission post-processing circuit 109, the 
data including the source packet data is given the 1394 
header and CIP headers 1 and 2, and the result is output 

15 to the transmission circuit of the link core 101. 

At this time, the enciphering information sy set 
in the added bits is assigned to three bits [3, 2, 1] of 
the 1394 header. Note that the contents are set based on 
the enciphering information added to the source packet 

20 header stored in the FIFO 112. 

Then, the packet data input to the transmission 
circuit of the link core 101 is transmitted as an 
isochronous communication packet to the 1394 serial 
interface bus via the physical layer circuit 20, 

2 5 When a plurality of packets are enciphered and 



transmitted, the continuity of the cipher mode is 
confirmed at the time of reading the transmission data 
from the FIFO 112 in the cipher mode continuity 
discrimination circuit 1091 in the transmission post- 
processing circuit 109 • 

Then, when a discontinuity is confirmed, the 
transmission is suspended even if there is room in the 
band enabling transmission in the transmission cycle of 
the 1394 standard, and an instruction is sent to the 
transmission circuit of the link core 101 to transmit the 
packet enciphered by the different cipher key in the next 
cycle . 

As a result, only the data enciphered by one cipher 
mode is transmitted within one cycle of the 1394 
standards, and data enciphered by a different cipher mode 
is transmitted in the next cycle. 

Therefore, the receiving side can read the cipher 
appropriately and the data can be deciphered. 

The isochronous communication packet transmitted 
via the IEEE 1394 serial bus BS and set with the 
enciphering information in the 1394 header is input to 
the reception pre-processing circuit 110 via the physical 
layer circuit 10 and the link core 101. 

In the reception pre-processing circuit 110, the 
contents of the 1394 header and the CIP headers 1 and 2 



are analyzed and the source packet header and the data 
are written to the FIFO 113. 

At this time in the reception pre-processing 
circuit 110, when storing the received data in the 
reception FIFO 113, 4 bits (32nd to 36th bits) are added 
to the 4 bytes (0 to 31st bits) of the source packet 
header, and three bits, that is, the 33rd bit, 34th bit, 
and 35th bit, in them are used for setting the 
enciphering information, while 4 bits (32th to 36th) are 
added in the same way to the data payload indicating the 
mcLximum length of four bytes (0 to 31st bits) of the data 
region, and three bits, that is, the 33rd bit, 34th bit, 
and 35th bit, in them are used for setting the 
enciphering information for storage. 

Then, the source packet header and the received 
data stored in the FIFO 113 are read by the reception 
post -processing circuit 111, the enciphering information 
in the added bits is supplied to the cipher mode 
detection circuit 1072 of the cipher processing circuit 
107, and the enciphered data is supplied to the cipher 
engine circuit 1074 via the multiplexer 173. 

Also, in the reception post -processing circuit 111, 
the time data of a time stamp in the source packet header 
stored in the FIFO 113 is read, and the read time stamp 
data (TS) and the cycle time (CT) of the cycle timer 
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Inside the link core 101 are compared. When the cycle 
time CT Is larger than the time stcunp data TS, a data 
output Instruction Is supplied to the cipher engine 
circuit 1074 of the cipher processing circuit 107. 

In the cipher processing circuit 107, the cipher 
mode detection circuit 1072 detects the cipher mode (key) 
used for enciphering the data from the enciphering 
Information added to the enciphered data Input via the 
reception post-processing circuit ill. Then, the detected 
result Is output as a cipher key selection signal S1072 
to the cipher mode selection circuit 1071. 

In the cipher mode selection circuit 1071, one of 
six cipher modes (keys) set to the CFR 114 from the CPU 
30 Is selected based on the cipher key selection signal 
S1072 and the Information Is supplied to the cipher 
engine circuit 1074. 

In the cipher engine circuit 1074, the received 
data Input via the multiplexer 1073 Is deciphered based 
on the cipher key specified by the cipher mode selection 
circuit 1071. 

Then the deciphered data Is output, for example, as 
MPEG transport stream data to the MPEG transporter 41 via 
the application Interface circuit 103 at the Instructed 
time by the reception post-processing circuit 111. 

As explained above, according to the present 
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embodiment, when transmitting data, one of the six cipher 
modes set to the CFR 114 from the CPU 30 Is selected 
based on the cipher key selection signal S114 set to the 
CFR 114 from the CPU 30* When receiving data, the cipher 

5 processing circuit 107 Including the cipher mode 

selection circuit 1071 for selecting one cipher key among 
the six cipher modes set to the CFR 114 from the CPU 30 
based on the cipher key selection signal S1072 from the 
cipher mode detection circuit 1072, the cipher mode 

10 detection circuit 1072 for detecting the cipher mode used 

for enciphering the data from the enciphering Information 
added to the received packet and output ting the detected 
result as a cipher key selection signal S1072 to the 
cipher mode selection circuit 1071, and the cipher engine 

15 circuit 1074 for enciphering the transmission data input 

via the multiplexer 1073 based on the cipher key 
specified by the cipher mode selection circuit 1071 at 
the time transmission and for deciphering the received 
enciphered data input via the multiplexer 1073 based on 

20 the cipher key specified by the cipher mode selection 

circuit 1071 at the time of reception, and the 
transmission post-processing circuit 109 for setting the 
enciphering Information to the 1394 header and outputtlng 
the result as a predetermined transmission packet at the 

2 5 time of transmission are provided. Therefore, it is 
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possible to prevent Illicit copying of digital data 
transferred between separate apparatuses. Moreover, there 
Is an advantage that a preferable Isochronous 
communication can be realized. 

Also, In the present embodiment, the cipher mode 
continuity discrimination circuit 1091 Is provided and 
confirms the continuity of the cipher mode at the time of 
reading the transmission data from the FIFO 112 when 
transmitting a plurality of data, stops transmission when 
a discontinuity Is confirmed even If there Is a room In 
the band enabling transmission In the transmission cycle 
of the 1394 standard, and Instructs the transmission 
circuit of the link core 101 to transmit the packet 
enciphered by a different cipher key at the next cycle. 
Thus, since it is configured so that only the data 
enciphered by one cipher mode Is transmitted In one cycle 
of the 1394 standard and the data enciphered by a 
different cipher mode Is transmitted in the next cycle. 
It Is possible to prevent the receiving side from being 
unable to discriminate a plurality of cipher modes and 
unable to decipher and therefore the receiving side can 
decipher correctly in accordance with the cipher mode . 

Note that in the present embodiment, an MPEG 
transport stream data was explained as an example of the 
application side data, however, the present invention is 



40 



not limited to this. Needless to say the present 
Invention can be applied to every type of digital data 
such as digital audio, etc. 

As explained above, according to the present 
invention, it is possible to prevent illicit copying of 
digital data transferred between separate apparatuses and 
also is possible to realize a signal processing circuit 
which can prevent a situation where the receiving side 
cannot discriminate a plurality of cipher modes and is 
unable to decipher so the receiving side can correctly 
decipher the received data. 

While the invention has been described with 
reference to specific embodiment chosen for purpose of 
illustration, it should be apparent that numerous 
modifications could be made thereto by those skilled in 
the art without departing from the basic concept and 
scope of the invention. 



